
 
 

Project Plan and Schedule for Professional Development  

Objective Activities Schedule* 

1. Assessment of the 

level of 

knowledge of 

100% of the 

participants with 

regards to the use 

of equipment and 

integration of 

technology to the 

curriculum 

• Administration of an online need assessment. The information 

gathered will be used to make an analysis of needs with regards to 

equipment use and integration of technology to the curriculum 

(Figure 1- Estudio de Necesidades: Uso e Integración de la 
tecnología para el proceso de la enseñanza). 

August 2019, 2020, 

2021 

 

 

• Analysis of the information and classification of the participants 

in accordance to the level of knowledge/skills in computer, mobile 

device, and software use. The participants will be classified as 

beginner, intermediate, or advanced user. 

September 

2019,2020,2021 

 

• A random group of 105 teachers will be selected to validate the 

accuracy of the online assessment (15 teaches per region). 

September 2019 

 

• Issue a report to the DEPR on the results of the analysis of 

training needs. 

October 2019 

2. Develop a plan to 

address the 

training needs 

identified for 

100% of the 

teachers on the 

subjects of laptop, 

tablet, and 

integration of 

technology to the 

curriculum. 

• Implementation of a Customer Resource Management (CRM) to 

keep track of every individual teacher training needs and progress 

in accordance to the plan (Figure 2). 

First trimester of 

each year. 

September 2019 

 

• Inform and validate the analysis of training needs for teacher with 

the schools Directors. 

 

• Coordinate with school Directors the training and services the 

teachers will be receiving according to their individual training 

plan. Inform the school coordinator for coordination of services 

• Identify instructional learning teacher by school. 

October 2019, 

2020, 2021 

 

• Share and discuss with the teachers the results of their 

assessments and their individualized training plan. The teacher 

will receive information of the services to be received and the 

person who will be coordinating the delivery of those services. 

During the training 

periods (November 

to January) 

 

• Systematic, continuous, and sustained treatment for teachers 

through the CRM by the school coordinator of the region. 

During the training 

periods (November 

to January) 

• Ensure constant communication through the platform between the 

coordinator and each teacher or group of teachers. 

 

3. Offer technical 

assistance 

(coaching) to 30% 

of the teachers 

that demonstrate 

beginner 

knowledge on the 

use of technology. 

• Identification per school region classified as beginner on 

technology use. 

September 2019 

• Offer coaching according to the intervention plan and the 

knowledge of the teacher. 

Year 1 - November 

2019,  

Year 2 –October 

2020 

January 2020, 

2021, 2022 

4. Train 75% of the 

teachers on the use 

of technology 

according to their 

level of knowledge 

• Identify the school’s technological equipment available. 

• Identify software available at schools. 

October 2019 

• Coordinate and schedule service to be delivered in the school 

according to the level of knowledge of the participants and the 

equipment and software available. 

October 2019 

 



 
 

Objective Activities Schedule* 

on use of 

technology and 

equipment 

available at schools 

• Administer services (coaching/workshops) related to the use of 

equipment and software.  

• Subjects 

o Basic device training  

o Handling of the equipment (tablet and laptop) and basic 

operating system use. 

o Access PRDE’s instructional resources, (DE Digital, 

planning platform, SIE, SAMA, TAL) 

o Connect to PRDE network and troubleshoot most common 

types of errors. 

o How to record videos. 

o Use of software such as Email, Internet Browser, Office 365, 

OneNote. 

o Use of Learning Management Systems (LMS) (i.e. Moodle, 

Blackboard, Canvas) 

November 2019, 

2020, 2022 

Year 1 - November 

2019,  

Year 2 – September 

2020 

               October 

2020 

Year 3 – September 

2021 

• Identify the school’s instructional learning team. Develop plan to: 

• Update their knowledge on Instructional Technology. 

• Become highly proficient in how to use STEM, Teams, 

Forms, OneNote, Class Notebook, and SharePoint to enable 

them to train new teachers in the future. 

• Become familiar with STEM educational resources and how 

to help other teacher incorporate those resources into the 

curriculum. 

• How to identify the best resources of educational technology 

on the Internet. (i.e. Microsoft Educators Community) 

Year 1 - November 

2019,  

Year 2 –  

-September 2020  

-October 2020 

 

Year 3 – September 

2021 

5. Train 80% of the 

teachers and 

representative 

personnel of the 

seven (7) school 

regions on how to 

integrate the 

technology to the 

curriculum. 

• Identify by school region the teachers and their proficiency 

integrate he technology to the curriculum.  

September 2019 

• Coordinate and schedule service. 

• Administer training according to the intervention plan and the 

knowledge of the teacher. 

October 2019, 

September 2019 

 

• Subjects 

o How to record videos. 

o Use of the platforms to develop a planning collaboration.  

o How to create Blogs. 

o Use of free applications for the development of knowledge 

and competence (Figure 3). 

o Planning using technology.  

Year 1 - November 

2019,  

Year 2 –October 

2020 

 

• Administer a test to assess the development of skills required for 

the integration of technology into the teaching process. 

January 2020, 

2021, 2022 

 

6. Development a 

Leadership 

Program in each 

LEA regions.  

• Identification the team per LEA Region – 4 member per Region 

(School principal, lead teacher, IT specialist and the region’s data 

collector). 

First trimester 

• Coordinate and schedule service. October 2019, 

2020, 2021 

• Administer 3 trainings for teaching with technology and support 

teachers in integrating technology as a regular, constant element 

of their teaching and classroom.  

Second trimester 

2019, 2020, 2021 



 
 

Objective Activities Schedule* 

7. Design an online 

workshop for 

100% of the 

teachers and 

representative 

personnel of the 

seven (7) school 

regions on how to 

use the technology 

and how to 

integrate 

technology to the 

curriculum. 

• Identify subjects according to the analysis of training needs. October 2019 

• Make observations to the teachers that have advanced technology 

knowledge, plan collaborative classes to promote technology 

integration, and record the sessions. 

December 2020 

and December 

2021 

• Design and record 6 workshops. Upload the recordings to the 

platform. (2 per year) 

January 2020, 

2021, 2022 

8. Development of 

instructional 

material to 

encourage the 

integration of 

technology into 

the 

teaching/learning 

process. 

• Administer 2 trainings for the development of instructional 

material. 

January 2020, 2021 

• Provide an outline of the information required on the instructional 

material. 

 

• Enable a platform (Google Drive / Dropbox) to suggest 

instructional material by level and subject. As well as activities to 

address the different subgroups. 

Second Trimester 

years 1 and 2 

9. Coordinate 

certifications for 

7% of the 

participants as 

Google Certified 

Educators Level 1 

y Level 2. 

• Identify mentor teachers with advanced technology knowledge.  September 2019 

 

• Offer 6 trainings to prepare them for the certification tests. 

o Level 1 

o Level 2 

2 in February 2021, 

1 in March 2021  

2 in February 2022 

and 1 in March 

2021 

 

• Coordinate and schedule the certification tests.  

o Level 1 

o Level 2 

April 2021 

April 2022 

10. Provide to 100% 

of schools the 

Classroom 

Content Cloud 

(C3) for the 

storage and 

administration of 

curriculum 

content. 

• Install the C3 in each one of the schools. 

• Training on use and integration of the C3 to the curriculum. 

Second Trimester– 

November 2019 a 

February 2020 

11. Keep records of 

the effectiveness 

of the 

implementation of 

the project, 

evidenced by 

change of 

• Issue of quarterly reports on the effectiveness of the Project. During three years 

of the project  

October, January, 

and Abril  

• Issue observations on classrooms to keep record of the use and 

integration of the technology by the teachers and students. 

December 2020 

and December 

2021 



 
 

Objective Activities Schedule* 

pedagogical 

practices of the 

teachers and 

improvement in 

student 

performance. 

• Issue articles that document the change in pedagogical practices 

as a result of the integration of technology in the teaching process. 

Third trimester  

March 2020, 2021, 

2022 
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INTRODUCTION 

This training plan, developed by Global Exchange Education Services, is designed to 

outline the objectives, requirements, strategy, and methodology to be used when providing 

Technical Training for the OSIATD Field Technicians.  The purpose of this training is to train 

OSIATD Technical Staff on core knowledge to successfully perform on their functions as IT 

Support.  This training will also prepare OSIATD Technical Staff for certifications on CompTIA 

A+, Network+, and Security+. 

NEEDS AND SKILLS ANALYSIS 

Global Exchange Education Opportunities, Inc. (GEEO) is proposing a training curriculum 

for the OSIATD Field Technicians to reinforce understanding and familiarity with subjects and 

tools related to IT Support. To develop this training Global Exchange Education Opportunities 

has consulted with experts in the IT Support field to develop a robust program to train OSIATD 

Field Technicians. The target audience for this training is OSIADT’s Field and Data technicians. 

The learning objectives for this training are:  

• Understanding of binary systems. 

• Ability to assemble a computer from scratch. 

• Choose and install operating systems. 

• Understanding of the Internet, how it works, and its impact. 

• Understanding of app development and backend operations. 

• Utilization of common troubleshooting methodologies. 

• Understand the computer network five-layer model. 

• Understand all standard protocol involved with TCP/IP communications. 

• Knowledge of powerful network troubleshooting tools and techniques. 

• Understand network services like DNS and DHCP. 

• Knowledge on how to navigate the Windows and Linux filesystems using a graphical 

user interface and command line interpreter. 

• Knowledge on how to set up users, groups, and permissions for account access. 

• Ability to install, configure, and remove software on Windows and Linus operating 

systems. 

• Ability to configure disk partitions and filesystems. 



 
 

• Understanding how system processes work and how to manage them. 

• Work with system logs and remote connection tools. 

• Ability to use system knowledge to troubleshoot common issues in an IT Support 

Specialist role. 

• Ability to use best practices for choosing hardware, vendors, and services. 

• Understanding how the most common infrastructure services work and how to manage 

infrastructure servers. 

• Ability to manage an organization’s computers and users using the directory services, 

Active Directory, and OpenLDAP. 

• Procedures for backing up an organization’s data and ability to recover an IT 

infrastructure in the case of a disaster. 

• Ability to use systems administration knowledge to plan and improve processes for IT 

environments. 

• Understanding how various encryption algorithms and techniques work and their benefits 

and limitations. 

• Knowledge of various authentication systems and types. 

• Understanding of the difference between authentication and authorization. 

• Ability to evaluate potential risks and recommend ways to reduce risk. 

• Ability to make recommendations on how to best secure a network. 

• Ability to help others understand security concepts and protect themselves. 

REQUIREMENTS TRACEABILITY 

GEEO Field Technician Training Program will provide OSIATD’s Field Technicians 

with the tools needed to perform their role as IT Support Specialist on a world class level and 

help them prepare for the CompTIA A+, Network+, and Security+ Certifications. The Field 

Technician Training Program will train OSIATD’s Field Technicians in commonly used 

concepts, tools, and methodologies of IT Technical Support and IT Operations roles.  It will also 

provide laboratories with practical exercises to teach technicians techniques where applicable.  

Global Education Exchange Opportunities believes that these learning objectives directly support 

the Department of Education’s goals presented in the RFP NO: PRDE-OSIATD-FY2018-002. 



 
 

TRAINING METHODOLOGY 

In order to accomplish the learning objectives of the Field Technician Training Program, 

a thorough training methodology was developed for the appropriate target audience and skill 

sets. Training will consist of a five (5) day block of instruction and will include various training 

materials and scenarios.  At the conclusion of the training a test will be administered to ensure 

mastery of the IT Support and Operations concepts and learning objectives.  Training materials 

will include a 65 slide PowerPoint presentation, handouts on the various IT tools, 1 laboratory 

session designed to allow the technicians to apply various IT Support and Operations concepts, 

and a final test to be taken by all technicians.  The instructor will teach the IT Support and 

Operations concepts from the slide presentation.  At various intervals during training, the 

instructor will present scenarios to the technicians who will break into groups to complete and 

brief their scenario solutions.  There will be ample opportunity built into the class for questions 

and answers as well.  Supplemental handouts will be provided to all students which cover the 

tools used in IT Support and Operations role.  These handouts will be discussed in training and 

technicians will be expected to study and master the concepts included in the handouts prior to 

the course end exam.  The exam will be administered at the end of the final day of training.  The 

exam will consist of ninety (90) questions.  To pass a student must answer at seventy (70) 

questions correctly.  A passing grade will earn certification of training completion for the 

student. 

TRAINING ENVIRONMENT 

Training will be conducted in the Global Exchange Education Opportunities Training 

facilities (GEEOTF).  The GEEOTF has a seating capacity to accommodate the 40 field 

technicians.  The GEEOTF is fully equipped with a desktop workstation with connectivity to an 

overhead projector.  The GEEOTF also has several white boards and flip charts which are 

necessary for the various visual aids required for this training event.  The GEEOTF is also 

equipped with teleconference and video teleconference capabilities should the need arise.  No 

food or drinks are allowed in the GEEOTF so ample breaks will be provided to the students 

throughout the training as well as adequate lunch breaks on each training day.  Local area 

network (LAN) connections are available in the GEEOTF, technicians will be allowed to bring 

their laptop computers to training.  Students are discouraged from answering emails and phone 

calls on their phones or other mobile devices while training is being conducted. 



 
 

TRAINING REFERENCES 

There are several references which will be used throughout the five days of Field 

Technician training.  All of these materials will be provided to the students on the first day of 

training; however, these materials will also be available should students lose or misplace any of 

the items.  The table below provides a list of reference materials, the document and version 

numbers, formats, and location where the materials will be available. 

Reference Document/Version # Format Storage Location 

Slide Presentation OSIATD Field 

Technician 

Training/v1.0 

PowerPoint 

Slides 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Logic Gates Logic Gates/v1.0 Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

CPU Cache CPU Cache/v1.0 Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Differences between 32-

bit and 64-bit CPU 

architecture 

 

32-bit vs. 64-bit/v1.0 Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Data Storage Data Storage/v1.0 Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Resilient File System 

(ReFS) 

ReFS/v1.0 Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Chrome RDP, Linux, Mac 

OS, Windows (Virtual 

Machines) 

VM/v1.0 Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

The Internet of Things 

article by WIRED 

IoT/v1.0 Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Software Versioning Software 

Versioning/v1.0 

Printed 

handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

OSI Network Model OSI Network 

Model/v1.0 

Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Ethernet over Twisted Pair 

technologies 

Ethernet-Twisted 

Pair/v1.0 

Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 



 
 

Routing Protocol 

Examples (RIP, EIGRP, 

OSPF, BGP) 

Routing Protocol 

Examples/v1.0 

Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Request for Comments 

(RFC) 

RFC/v1.0 Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

System Ports versus 

Ephemeral Ports 

System Ports vs. 

Ephemeral Ports/v1.0 

Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

IPv4 Address exhaustion IPv4 Address 

Exhaustion/v1.0 

Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Broadband Protocols 

(PPP, PPPoE) 

Broadband 

Protocols/v1.0 

Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

WAN Protocols (Frame 

Relay, HDLC, ATM) 

WAN Protocols/v1.0 Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

IEEE 802.11 IEEE 802.11/v1.0 Printed 

handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Netcat Netcat/v1.0 Printed 

handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Test-NetConnection Test-

NetConnection/v1.0 

Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

IPv4 and IPv6 harmony 

(6in4, Tunnel Setup 

Protocol, AYIYA) 

IPv4+IPv6 Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Windows CLI & Unix 

Bash 

Windows CLI & Unix 

Bash/v1.0 

Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Size on Disk vs. Folder 

Size 

Size on Disk vs. 

Folder Size/v1.0 

Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Notepad++ Supplemental 

Reading 

Notepad++/v1.0 Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Windows Powershell Windows 

Powershell/v1.0 

Printed 

handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Windows passwords 

supplemental reading 

Windows 

Passwords/v1.0 

Printed 

handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 



 
 

Windows ACL Windows ACL/v1.0 Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Windows Special 

Permissions supplemental 

reading 

Windows Special 

Permission/v1.0 

Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Windows Software 

Packages supplemental 

reading 

Windows Software 

Packages/v1.0 

Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

7-Zip and Powershell Zips 7-Zip and Powershell 

Zips/v1.0 

Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Linux Tar Command Linux Tar 

Command/v1.0 

Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Windows Package 

Dependencies (Dynamic-

link library, DLL Hell, 

Side-by-side Assemblies) 

Windows Package 

Dependencies/v1.0 

Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Linux Package 

Dependencies (dpkg) 

Linux Package 

Dependencies/v1.0 

Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Windows Package 

Managers (NuGet, 

Chocolatey) 

Windows Package 

Manger/v1.0 

Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Linux PPAs Linux PPAs/v1.0 Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Windows Installers and 

Process Monitors 

Windows Installers 

and Process 

Monitors/v1.0 

Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Windows Devices and 

Drivers (Plug and Play, 

Hardware ID, Driver 

Lookup, Windows 

Update, local-list of 

drivers) 

Windows Devices and 

Drivers/v1.0 

Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Linux Devices and 

Drivers (Device Files, 

Udev) 

Linux Devices and 

Drivers/v1.0 

Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Windows Update, Linux 

Update supplemental 

reading 

Windows and Linux 

Update/v1.0 

Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

FAT32 File System 

supplemental reading 

FAT32 File 

System/v1.0 

Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 



 
 

Disk Partitioning and 

Formatting in Windows 

Disk Partitioning and 

Formatting in 

Windows/v1.0 

Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Mounting and 

Unmounting a Filesystem 

in Linux 

Mounting and 

Unmounting a 

Filesystem in 

Linux/v1.0 

Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Windows Paging Windows Paging/v1.0 Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Linux Swap Linux Swap/v1.0 Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

NTFS File System 

(Master File Table, 

Creating Symbolic Links, 

Hard Links and Junctions) 

NTFS File 

System/v1.0 

Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Windows Disk Usage and 

Linux Disk Usage 

Windows Disk Usage 

and Linux Disk/v1.0 

Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Linux Filesystem Repair Linux Filesystem 

repair/v1.0 

Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Process Creation and 

Termination in Windows 

(taskkill) 

Process Creation and 

Termination in 

Windows/v1.0 

Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Reading Process 

Information in Windows 

and Linux 

Reading Process 

Information in 

Windows and 

Linux/v1.0 

Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Windows Signal Windows Signal/v1.0 Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Managing Processes in 

Windows and Linux 

Managing Processes in 

Windows and 

Linux/v1.0 

Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Resource Monitoring in 

Windows and Linux 

Resource Monitoring 

in Windows and 

Linux/v1.0 

Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Remote Connection and 

Remote File Transfer in 

Windows 

Remote Connection 

and Remote File 

Transfer in 

Windows/v1.0 

Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Virtual Machines Virtual Machines/v1.0 Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 



 
 

Linux Logs Linux Logs/v1.0 Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

OS Deployment Methods OS Deployment 

Methods/v1.0 

Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

KVME Switch KVME Switch/v1.0 Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

IT Infrastructure Services 

(IaaS, NaaS, SaaS, PaaS, 

DaaS – 

Amazon/Jumpcloup/Azure 

Active Directory) 

IT Infrastructure 

Services/v1.0 

Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Server Operating Systems Server Operating 

Systems/v1.0 

Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Remote Access and SSH 

(Open SSH, Windows 

Remote Desktop Cliente, 

Windows Remote 

Management, and PuTTY) 

Remote Access and 

SSH 

Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

FTP Clients (PXE Boot)  FTP Clients/v1.0 Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

BIND/PowerDNS BIND/PowerDNS/v1.0 Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

DNS and DHCP DNS and DHCP/v1.0 Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Chat Communication 

Services (Paid for chat, 

Open IM) 

Chat Communication 

Services 

Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Email Services (Setup 

Email Server, Email 

Protocols) 

Email Services/v1.0 Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

File Services File Services/v1.0 Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Network File Storage 

(SMB, NFS server 

software) 

Network File 

Storage/v1.0 

Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 



 
 

Print Services (Windows 

and CUPS printing) 

Print Services/v1.0 Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Web Servers (nginx, 

Apache HTTP, Microsoft 

IIS) 

Web Servers/v1.0 Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Database Admin Jobs Database Admin 

Jobs/v1.0 

Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Troubleshooting with 

Developer Tools (Chrome 

Developer Tools, list of 

HTTP status codes) 

Troubleshooting with 

Developer Tools/v1.0 

Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Centralized Management 

(Role-based access 

control, Chef, Puppet, 

System Center 

Configuration Manger) 

Centralized 

Management/v1.0 

Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

LDAP format LDAP format/v1.0 Printed 

Format 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Kerberos Kerberos/v1.0 Printed 

Format 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Active Directory Active Directory/v1.0 Printed 

Format 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Group Security Principles Group Security 

Principles/v1.0 

Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Features of EFS Features of EFS/v1.0 Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

DFL and FFL DFL and FFL/v1.0 Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Group Policy 

Troubleshooting 

Group Policy 

Troubleshooting/v1.0 

Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

OpenLDAP OpenLDAP/v1.0 Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

GitLabs Data Recovery GitLabs Data 

Recovery/v1.0 

Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 



 
 

Backup Solutions 

(Microsoft Backup and 

Restore, Apple Time 

Machine, Rsync as a 

backup utility) 

Backup Solutions/v1.0 Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

RAID levels RAID levels/v1.0 Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Malicious Software, 

Network Attacks, DDoS 

Attacks 

Malicious Software, 

Network Attacks, 

DDoS Attacks/v1.0 

Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Cryptanalysis  Cryptanalysis/v1.0 Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Symmetric encryptions 

 

Symmetric 

encryptions/v1.0 

Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Asymmetric Encryption 

Attack 

Asymmetric 

Encryption 

Attack/v1.0 

Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

SHA1 Attacks SHA1 Attacks/v1.0 Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

X.509 Standard X.509 Standard/v1.0 Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

PGP PGP/v1.0 Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Securing Network Traffic 

(L2TP/IPsec – IETF RFC 

3193 ie. OpenVPN) 

Securing Network 

Traffic/v1.0 

Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

TPM Attacks TPM Attacks/v1.0 Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Authentication and 

Authorization 

Authentication and 

Authorization/v1.0 

Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Network Hardening Best 

Practices 

Network Hardening 

Best Practices/v1.0 

Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Promiscuous Mode Promiscuous 

Mode/v1.0 

Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 



 
 

Logging and Auditing Logging and 

Auditing/v1.0 

Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Antimalware Protection Antimalware 

Protection/v1.0 

Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Disk Encryption Disk Encryption/v1.0 Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

Risk in the Workplace Risk in the 

Workplace/v1.0 

Printed 

Handout 

Shared Drive “OSIATD 

Field Technician 

Training” Folder 

TESTING AND EVALUATION 

At the conclusion of the five-day Field Technician Training Program, all technicians will be 

given a thirty (90) question test to demonstrate their ability to master various IT Support and 

Operations concepts.  All students must achieve a raw score of at least seventy (70) correct 

answers.  The test will consist of questions pertaining to the following: 

• PC hardware and peripherals. 

• Mobile device hardware. 

• Troubleshooting hardware and network connectivity issues. 

• Installing and configuring Operating Systems including Windows, iOS, Android, Apple 

OS X and Linux.  

• Knowledge and skills required to install and configure systems to secure application, 

networks, and devices. 

• Perform threat analysis. 

• Mitigation techniques. 

• IT Security applicable policies, laws, and regulations. 

• Fundamentals of Cloud Computing and Operational Procedures. 

• Critical networking security concepts. 

• Cloud computing best practices and typical service models. 

• Hardware virtualization techniques. 

• Skills for Network Hardening. 

Upon achieving a passing test result, technicians will receive certification of completion of 

the Program.  If a technician fails to achieve a passing result, no certification will be awarded 



 
 

and the student will have the opportunity to take the training again with a subsequent re-test at 

their manager’s discretion.  

TRAINING SCHEDULE 

OSIATD’s Field Technician Training Program will span five (5) days in accordance with 

the following training schedule: 

Day 1: 

Time Subject Location Materials Required 

8:00 – 9:00 IT Support Fundamentals GEEOTF Pen/Pencil, notebook 

9:00 – 10:30 Modern Computer Overview GEEOTF Pen/Pencil, notebook 

10:30 – 10:45 Break GEEOTF/Lounge Pen/Pencil, notebook 

10:45 – 11:45 Operating Systems GEEOTF Pen/Pencil, notebook 

11:45 – 1:00 Lunch Various Pen/Pencil, notebook 

1:00 – 1:40  Basics of Networking GEEOTF Pen/Pencil, notebook 

1:40 – 2:00  Software Introduction GEEOTF Pen/Pencil, notebook 

2:00 – 2:15 Break GEEOTF/Lounge Pen/Pencil, notebook 

2:15 – 3:15  Troubleshooting GEEOTF Pen/Pencil, notebook 

Day 2: 

Time Subject Location Materials Required 

8:00 – 9:00 Introduction to Computer 

Networking 

GEEOTF Pen/Pencil, notebook 

9:00 – 10:20 The Network Layer GEEOTF Pen/Pencil, notebook 

10:20 – 10:35  Break GEEOTF/Lounge Pen/Pencil, notebook 

10:35 – 11:45 The Transport Layer and 

Application Layer 

GEEOTF Pen/Pencil, notebook 

11:45 – 1:00 Lunch Various Pen/Pencil, notebook 

1:00 – 2:40  Networking Services GEEOTF Pen/Pencil, notebook 

2:40 – 3:00  Break GEEOTF/Lounge Pen/Pencil, notebook 

3:00 – 4:00 The Internet GEEOTF Pen/Pencil, notebook 

4:00 – 5:00  Networks Troubleshooting GEEOTF Pen/Pencil, notebook 

Day 3: 

Time Subject Location Materials Required 

8:00 – 9:30 Operating Systems and 

Becoming a Power User – 

Basic Commands 

GEEOTF Pen/Pencil, notebook 



 
 

9:30 – 10:45 Operating Systems and 

Becoming a Power User – 

File and Text Manipulation 

GEEOTF Pen/Pencil, notebook 

10:45 – 11:00 Break GEEOTF/Lounge Pen/Pencil, notebook 

11:00 – 12:00 Users and Permissions GEEOTF Pen/Pencil, notebook 

12:00 – 1:00 Lunch Various Pen/Pencil, notebook 

1:00 – 2:10  Package and Software 

Management 

GEEOTF Pen/Pencil, notebook 

2:10 – 2:25  Break GEEOTF/Lounge Pen/Pencil, notebook 

2:25 – 3:10 Filesystems GEEOTF Pen/Pencil, notebook 

3:10 – 3:55 Process Management GEEOTF Pen/Pencil, notebook 

3:55 – 5:00 Operating Systems in 

Practice 

GEEOTF Pen/Pencil, notebook 

Day 4: 

Time Subject Location Materials Required 

8:00 – 8:30 System Administration GEEOTF Pen/Pencil, notebook 

8:30 – 9:10 Network and Infrastructure 

Services 

GEEOTF Pen/Pencil, notebook 

9:10 – 10:10 Software and Platform 

Services 

GEEOTF Pen/Pencil, notebook 

10:10 – 10:25 Break GEEOTF/Lounge Pen/Pencil, notebook 

10:25 – 12:00 Directory Services GEEOTF Pen/Pencil, notebook 

12:00 – 1:00 Lunch Various Pen/Pencil, notebook 

1:00 – 2:00  Data Recovery and Backups GEEOTF Pen/Pencil, notebook 

Day 5: 

Time Subject Location Materials Required 

8:00 – 8:30 Understanding Security 

Threats 

GEEOTF Pen/Pencil, notebook 

8:30 – 10:00 Cryptology GEEOTF Pen/Pencil, notebook 

10:00 – 11:00 Security GEEOTF Pen/Pencil, notebook 

11:00 – 11:15 Break GEEOTF/Lounge Pen/Pencil, notebook 

11:15 – 12:25 Network Security GEEOTF Pen/Pencil, notebook 

12:25 – 1:25 Lunch Various Pen/Pencil, notebook 

1:25 – 2:05  Defense GEEOTF Pen/Pencil, notebook 

2:05 – 2:20 Break GEEOTF/Lounge Pen/Pencil, notebook 

2:20 – 3:20 Company Culture for 

Security 

GEEOTF Pen/Pencil, notebook 



 
 

Day 6: 

Time Subject Location Materials 

Required 

8:00 – 

10:00 

Laboratory: 

• Assemble a computer. 

• Install, Update and Remove Software 

from Windows/Linux 

• Create, modify, and remove files and 

folders in Windows/Linux 

• Create, modify, and remove files and 

folders permissions in Windows/Linux 

• Partition and format a disk drive in 

Windows/Linux 

• Maintaining efficient process utilization 

on Windows/Linux 

• Collect process information using the 

Task Viewer. 

GEEOTF Pen/Pencil, 

notebook 

8:30 – 

10:00 

Break GEEOTF/Lounge Pen/Pencil, 

notebook 

10:15 – 

12:00 

Laboratory: 

• Terminate specific or multiple processes 

using Powershell 

• Terminate specific or multiple processes 

in Linux. 

• Use logs to track down issues in Windows 

and Linux 

• Create/inspect key repair, encrypt/decrypt 

and sign/verify using openssl. 

• Hashing and hash verification using 

md5sum and shasum tools. 

• Use of tcpdum and its features. 

GEEOTF Pen/Pencil, 

notebook 

12:00 – 

1:00 

Lunch Various Pen/Pencil, 

notebook 

1:00 – 2:00  Review of the course GEEOTF Pen/Pencil, 

notebook 

2:00 – 2:15 Break GEEOTF/Lounge Pen/Pencil, 

notebook 

2:15 – 4:15 Written Test GEEOTF Pen/Pencil, 

notebook 


